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ABSTRACT

One of the most significant characteristics of a program is its level of quality. Over the last several years,
there has been a dramatic surge in popularity of software defect prediction, which may have a direct impact
on quality. Software that has faulty components may result in a number of negative results, including higher
maintenance expenses, missed deadlines, and increased expenditure. The use of machine learning
algorithms to forecast software problems is one of the most effective ways in this area. In this inquiry, many
machine learning approaches were used. These techniques include artificial neural networks (ANNs),
random forests (RFs), random trees (RI5), decision tables (DT5s), linear regression (LRs), gaussian
processes (GPs), SMOreg, and M5P. The purpose of this discussion is to suggest a new approach for
predicting software faults with the intention of avoiding such issues in the future. The defect prediction is
based on the past, which helps to ensure accuracy. It was shown that a mix of machine learning
methodologies could be more accurate in forecasting software problems than other methods. This was
demonstrated by the findings.
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INTRODUCTION

Software defect prediction (SDP) is a strategy that enhances software quality while simultaneously
reducing the costs associated with software testing. This is accomplished by constructing several
classification or categorization models via the use of various machine learning techniques. Many
organizations that specialize in software development strive to foresee future problems in order to maintain
a level of software quality that is good enough to please consumers and to keep testing expenses to a
relatively low level. When it comes to predicting the mistake that will occur during the Software
Development Life Cycle (SDP), we use a Machine Learning (ML) technique that makes use of historical
data. By using this well-organized method, the objective is to meet the expectations of the client while
simultaneously producing software of a high quality at a low cost.

The goal of SDP is to produce dependable software of a high quality while making the most of the resources
that are available. From the beginning of the software development lifecycle forward, this will make it
possible for programmers to prioritize the use of computer resources. Many software development
businesses would want to be able to anticipate software problems in order to reduce the amount of money
spent on testing and to maintain a high level of software quality for the purpose of ensuring customer
happiness. With the help of SDP, we are able to construct a large number of categorization models by using
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a variety of machine learning strategies. This not only enables us to carry out testing more quickly but also
enhances the overall quality of the program. To this point, researchers have investigated a wide range of
machine learning approaches with the intention of enhancing software quality while simultaneously
reducing testing expenses. This is accomplished by predicting when software modules may include errors.
The SDP Decision tree, Naive Bayes (NB), Radial basis function, Support Vector Machine (SVM), K-
nearest neighbor, Multi-layer perceptron, and Random Forest (RF) are a few examples of the machine
learning techniques that are used in this context.
New developments in machine learning include the combination of feature selection techniques (PCA, etc.)
with assembling procedures and other machine learning methods. Within the body of research that is now
available, a number of software metrics have been established and used for SDP. A more viable approach
would be to deal with the software metrics that are most important and to concentrate on those measures
in order to forecast software faults. By evaluating historical data obtained from software repositories, SDP
is possible to determine the degree to which software modules are dependable and of a high quality. The
literature that is now available on software development process (SDP) makes use of a tremendous number
of different software metrics. In order to develop SDP models, software measurements are used in
combination with data gathered from pre-existing systems or software projects that are analogous to those
previously developed.

In order to make an accurate forecast of software bugs, it would be more practical to investigate and focus
on the software metrics that are considered to be the most important. Having said that, the dataset that was
used for the paper has been available to the general public on the Promise Repository ever since the year
2005. Particulars on a wide range of applications that have been investigated by NASA are included in this
document. The output is classified using K-means clustering for the purpose of this research. This
classification takes place after feature selection (FS) and dataset pre-processing have been completed.
Following that, we use machine learning techniques such as support vector machines (SVM), neural
networks (NB), and random forests (RF), as well as PSO. A method known as an ensemble is then used in
order to combine the data. Lastly, but certainly not least, each and every machine learning model is
reviewed and compared to previous studies. A number of different metrics, including precision, accuracy,
recall, F-measure, confusion matrix, and performance error metrics, are used in order to evaluate the
performance of the models.

OBJECTIVE

1. The paper examines software fault prediction using machine learning methods.
2. Early defect prediction helps developers prioritize testing on error-prone modules, enhancing
software quality.

METHODOLOGY

In order to accomplish the objective of the comparative analysis investigation, a variety of algorithms were
investigated. The list contains the machine learning algorithms that are generally considered to be the most
popular and commonly utilized. The following is a list of the algorithms that were chosen, along with short
explanations of each one:

Artificial neural network
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The term "Artificial Neural Network" (ANN) is used to define artificial neural networks, which are models
that are patterned after their biological counterparts. Neural networks are used in the fields of mathematics
and computers. Its fundamental components consist of a network of artificial neurons that are
communicated with one another and work together to perform data analysis. It is able to demonstrate its
flexibility by undergoing structural adjustments throughout its learning phase. These modifications are a
response to both internal and external information flows. In some respects, it is analogous to the functioning
of the biological brain. The components that comprise an artificial neural network (ANN) are the processing
units, also known as nodes, and the connections, also known as links, that connect them. A network of
neurons that are linked to one another and have the ability to transmit and receive information from other
neurons is known as a neural network. A description of the operation of an ANN is provided below. Initially,
the nodes that are located in the input layer are responsible for introducing the values of the variables into
the neural network. Weights are assigned to the connections that connect the nodes in the network. These
neural networks have the capacity to learn and adapt due to the fact that the numerical weights are updated
based on the experience of the network. The process of traversing the network and its nodes is what causes
the values of the variables to be determined. One of the factors that influences the result of the variable
value is the weight that each link carries.

Random forest

Learning supervised classification and regression is accomplished via the use of a method known as
Random Forest (RF). However, rather of utilizing just one decision tree, it builds a forest of decision trees,
and then the committee votes on each of them to determine which one is the best option. A combination of
bagging and random selection are the two machine learning approaches that are used in RF. By allowing
the trees to vote on the predictions using a bootstrap sample of the training data, bagging is able to create
predictions effectively. A collection of characteristics at each node is divided up in the most effective
manner possible via the use of random feature selection. It's possible that the outcomes will be favorable if
the inputs and qualities are fully arbitrary. Through the process of splitting at each node, RF constructs a
tree using a subset of characteristics that is chosen at random. One of the most notable features of RF is
that it results in a faster performance when compared to boosting and bagging. In spite of outliers and
background noise, RF is resistant to both. Reportedly, RF performs better than the most advanced
classification algorithms currently available. The usage of radio frequency (RF) is beneficial for large data
collections. If there is a lack of data, the RF technique may be able to fill it in.

Random Tree Random

Under a certain set of circumstances, a tree may be used to graphically depict each and every response that
is technically conceivable. We refer to it as a tree because, at its foundation, it is a decision tree that has a
root and several branches that yield various data sets. Both Adele Cutler and Leo Breiman were the ones
who came up with the concept of random trees. The method is capable of solving issues involving
classification as well as regression. Random trees are a subset of a wider group of tree predictors that are
collectively referred to as a forest. After being provided with an input feature vector, the random trees
classifier will first conduct a poll of all of the forest trees to determine their categorization suggestions.
After this, it will then provide the label for the category that obtained the most number of "votes." Within
the context of a regression analysis, the output of the classifier is the average of the outputs from each
individual tree in the forest.
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Random Trees is a technique of machine learning that may be created by combining the characteristics of
random forests with those of single model trees without any further steps being required. Each leaf of a
model tree defines a local subspace that has been optimized using a linear model. Model trees are examples
of decision trees. It is possible to randomize trees in two different ways, and one of these methods, known
as Random Forests, is known to significantly boost the effectiveness of individual decision trees.

RESULTS AND DISCUSSION

For the purpose of this experiment, the ISTQB V 2.2 platform was used to apply the eight machine learning
algorithms that were discussed before in order to foresee software problems. Using crossvalidation (10-
fold) and percentage split (55%, 65%, 75%, and 85%), the dataset that was analyzed was put through a
series of tests. The results of these tests were summarized below. The statistical characteristics that were
investigated in order to determine how accurate the classifiers were in predicting software failures in the
dataset that was chosen are shown in Table 1.

The LR technique and the SMOreg approach both produced high values for the correlation coefficient (R2)
in the K1 dataset, as can be shown in Table II. Both of these methods' results are presented here. On the
other hand, when it came to the other criteria, the SMOreg technique demonstrated the highest level of
predictability. It was clear from this that the SMOreg classifier performed better than the other seven
machine learning algorithms. The artificial neural network (ANN) algorithm, on the other hand, was
deemed to have the poorest performance. Furthermore, the algorithm was unable to accurately forecast the
values for both RS and RMSE, which were greater than 100%. This was owing to the fact that the numbers
were constant throughout all of the input data.

Table. 1 results obtained from a 10-fold cross validation test of the ML algorithms

Classifier AUC Measures Recall Precession Accuracy
ANN 0.1584 6.9869 14.7296 115.6751 134.899
R a ndo m Forest (RF) 0.4995 4.4208 9.3905 73.1899 86.0011
Random Tree (RT) 0.1317 5.5088 12.2059 91.2029 111.7856
Decision Table (DT) 0.2663 4.9232 11.2294 81.5082 102.8431
Linear regression 0.7594 6.5889 11.1759 | 109.0851 102.3526
(LR)
Gaussian Processes 0.6794 4.6329 7.9437 76.7025 72.7514
(GP)
SMOreg 0.7383 43159 7.4378 73.1085 68.1179
M5P 0.6989 43618 7.7834 72.2135 712 1.
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The CFS method that was used in the selection of the subset of qualities is shown in Table 1. After
considering eight different measurements, we decided to go with DIT, CBO, RFC, NPM, and LOC.
Accuracy, precision, recall, F-measure, and area under the curve (AUC) are the measurements that are
shown in Table 3, along with their respective percentages and standard deviations. Using the projected
model, we applied it to 274 different classes. As a result, the area under the curve (AUC) is high (0.81),
and the model has a good level of accuracy (74.24%), recall (79%), and F-measure (75%).

In Figure 1, the standard deviation of the accuracy measure as well as the percentage of accuracy are shown
separately. A visual representation of the value of additional metrics in relation to their standard deviation
(precision, recall, and F-measure) is comparable to the representations shown in Figures 1 and 2. In light
of these findings, the hypothesis that machine learning algorithms may be beneficial in the process of
constructing prediction models for flawed courses is given more weight. It is necessary to do more research
of a similar kind in order to validate the correctness of the model that was projected.

Table 2. Measuring Performance via analyzing standard deviation

Method Measuring Performance Standard deviation
Accuracy 74.24 699
Precession 72 0.08

Recall 79 0.10
F-Measures 75 0.07

AUC 0.81 0.07
80
79 -IA Recall
78 4
77
Fi-
75 & F-Measura
74 - ® Accluracy
73
72 ¢ Precision
?1 T T T T T
0 1 2 3 4 5 6 7 8
Standard Deviation

Fig 1. Efficiency metrics compared to dispersion

Table 3. The outcomes of statistical analyses conducted on ML algorithms employing the % split
mode

Classifier 60% 70% 80% 90%
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ANN 6.3554 5.097 5.7436 0.8393
Random Forest
3.9995 3.604 1.9424 0.2115
(RF)
Random Tree
4.3654 42 1.3014 )
(RT) 365 973 30 0.0303
Decision Table
6.2844 5.5632 2.5614 2.5614
(DT)
Linear
) 5.9445 5.5295 4.2484 2.6998
regression (LR)
Gaussian 5.1449 5.0989 3.4081 1.9759
Processes (GP) ' ' ' '
SMOreg 4434 3.9551 2.7383 1.1206
MS5P 4.0811 5.9991 3.0258 0.5304

140
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Fig. 2. The algorithm's standard deviation error
CONCLUSION

In this study, seven different machine learning algorithms are compared using software quality metrics such
as accuracy, precision, recall, and F-measure. The purpose of this study is to determine which category of
algorithms has the greatest capacity to predict software defects prior to the release of software systems to
the real environment or to the delivery of software to customers. The following four datasets, which were
donated by NASA, are used throughout the course of this experimental investigation: PC1, CM1, KC1, and
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KC2. These datasets were obtained from the public PROMISE repository, which is the source. When it
comes to defect prediction, tree-structured classifiers, also known as ensemble learners such as Random
Forests and Bagging, perform much better than their rivals, as shown by the findings of this experimental

inquiry. The ability of Bagging to accurately predict the number of software defects is very impressive.
With regard to all datasets, the overall accuracy ranges from 83.7-94.1%, the precision ranges from 81.3%
to 93.1%, the recall ranges from 83.7% to 94.1 %, and the FMeasure of Bagging ranges from 82.4 to 92.8
%.When compared to other machine learning algorithms used on the PC1 dataset, bagging yields the most
favorable outcomes across the board for all quality criteria.
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